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Figure 2: Overview of IoTSEERr’s architecture
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1. Generic Offline Module

Generic Offline Module
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1.1. Static App Analysis
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RRTE: FIBIERIEXMN EFFSO T IMET LR ([RXXE&EHEN16,17,61) . IXETEHAJLIE
AN FRfERRREEER, MWAERREHEHIRE] interprocedural control flow graph, ICFG)EIEALOR
FSEHaIHR, FERHASEREN |

1. IREBHFISES;
2. BNEASIITRIEN E(actuation);
3. PUTEIERISAS,

15“9[] })k When the temperature is higher than 806° F, if the AC is off, then open the window EF'

[otSEERAJLAZAENZEevent: temp > 88 , command: window-open , trigger condition: ac-off .
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1.3. RSB CPEM

Algorithm 1 Composition of Physical Behavior of Apps

Input: Actuation Command PEMS (H,), Sensor Event PEMS (H;), Apps (Lapp)
Output: CPEM (M)

1: function CoMPOSITION(Ha, Hs, Lapp)

2:

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21;
22;
23:
24:
25:

R & P

for H; € Hy,H; € Hy do
Uni1Fy (H;, Hj) > Command to sensor event transitions
end for
for app; € L., do
(Lcommand £<l:ond1tlon L ) = STATICANALYSIS(app; )
forse LI .,ae Ll _  do
if a.condition = true then
Uni1ryY(Hg, Hy) > Sensor event to command transitions
end if
end for
end for
for a; € L.ommang dO
if a; €L .., and a;.condition = true then
UNIFY(Hal, Hai) > Software channel transitions
end if
end for
for HJ € Hs do
AGG(HJ-.U) > Aggregate inputs of the sensor events
for H, € H; do
if H;.0 = H,.U then Dep(H; — Hy) > Dependency
end if
end for
end for
return M = | J (H,, Hy) > Return CPeM

26: end function

IJPLALSensor Eventilan SHIYIIRBERIREIZZE

. 55‘6 INRERENERSTMAIEEE, N
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XITPEEEE, {FE7I0T MSensor Event PEM
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XFEGEE, WRNAER TR TR
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2. Deployment-specific Module
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2.1. Setting the Device Property Parameter

- B—MEARERERRIREBINEER. AT, ARESHS, (FERRESERTREEATEN,
BB REHNER, LINREZX.

B MITIERERISystem Identification(S)), IXE—METZINTGE, BHEHEEG TiEIDEAETR%
RGP IERII RERI S EEREL,

1. |oTSEEREREIHENEE M TES N EEE Res N EEUE.

2. BT AREBREMESERIPEM, FIXEERESItrace,

3. ITEELFRZEFIPEMATtraceZ [EHY(€, €@)-closeness (X closenessR2IREEEEN—E,
IZABERE 7 P MracefEtimingfvalue Z BINESR, HEhQBIUERESEL) .
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2.2. Setting the Distance Parameter

loTSEEREFRIRIIS SHIRE (RSSHAIBEBSMOITRON, IXFHAFI FBEEEFIRSSIHY
RECRETTR MRS ZERIERE. REXMDIAARESEIERESHTTEIRE,
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3. Security Analysis Module
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3.1. Identifying Physical Channel Policies

OREE: FTRRES, 18 EIntendedFUnintended FRFPFRES

7% ERESmartAuth (—FEINLPEIAN) BEshNESaAPIRENS N FfRFRBXANESN, SAfS10TSEER
EERWord2Vec R RITERNFIGS ZBINENIESE, AF, ijEE%{EEFI‘WEH’Jﬁ/v\ﬁj\

intended (Int) #57&, FHAEMBAYSBECUnintended (Unint) 5%, [ERTIoTSEERIETSIFRAFIRIER
CHREREUIRE.

FE45: ”open the windows when you are cooking”, SmartAuth&=#& I JappFlcooking activitygG X,
loTSEERIRENIZ N FRF2FPHYiES], FieBE RSB HINITRREEEN E5iZE6hE
x. a0, ZIEESEEN ESFTFEEFIIABEE LGS EX, Eit, 10TSEERG It HECLEE
111,



3.1. Identifying Physical Channel Policies
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Figure 1: Illustration of physical interactions: the vacuum
robot is activated when the user is not home, which unlocks
the patio door and turns on the lights and heater.
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3.1. Identifying Physical Channel Policies

FEENT=AETEERIRE, ITEMR elATRIEERSENALENRFREIR
HMIIHERZE,
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(a) Actuation commands ¥R BB AREAEFIERE(Unintended) it A — N FIFEFRAERY
REMAHAREIRERE.
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o Device-Centric Policies

BAETEERREMNI AR EPINE AL 2R,
TS, B, AT EEA R ATHAR IN A sE SRR — M FFRER:,

B IFER.

AR LA, BT LAREAFOIIRE (HHEELL ERIBRIEA EIEIN T RNERRE) |

T3 RBGEEBIANT :

ID Policy Description Formal Representation
BC When the home is in the away mode, Emod ind 1 ’
mode-away — window-close
3 the window must be closed. y
A device must not open, then dose and
DCs P O-(on A QQ[g](0ff A OO[gr0n))

then reopen (actuation loop) within t seconds.

The alarm must go off within t seconds

DC O(smoke-detected L& al
s after smoke is detected. ( LB — Qlor)alarm-on)
The main door must not be left
DC £ < d -lock
" unlocked for more than t seconds. josjeoa-iac
The d ust al be locked and lights .
DCo i i i O(mode-away — door-lock A light-off)

must be off when the home is in the away mode.

(BIntfrcHYIEEE R R BESEA

SREEI—NEE

BB



3.2. Validating Policies on CPEM

£ Metric Temporal Logic (MTL) " fAERIRIES, loTSeerfl{TCPEM (GEBSI/0BzMHL) , FHUeE
TR FNIE R Es M trace LABGIESRAR . EERHITEY, CPEMIGI FIFERRRELERTEE NN, BINFEFE
FRARAEG SRS PEMERIRE] “on” JASHIETE], CPEMIEI G SHIEREE SRR —HIIRIT N, FHi
HPEMAVEIE, B (v, t) B—NEEEEGFI— MR EEEVAK. 81 mSPEMIIVEREXEE
gﬁ}%ﬁg;ﬁg M8 MERESHPEMAVETRENNEE, XERFASIEMS/EHIIRE (Int/Unint)
Oh AfERFid,



o Policy Validation Challenges

YIRS EEFIN eI RRIESRY; Eit, CPEMEYRESTERETIRA, XFEECPEM Y
IERASIESE (AREIGE) TTARE.

ATRERXNEE, (FEE LI 7 —MREATE, REUTEECPEMESH/EBRIINA
TEFral ARt A FRYSREE—— N e A RIKaIa SRIRTIE. AN FEIRRE T XICPEME TR
ERRIERET A, (FESRN BEFRIAER EREA— RIS (t0: At: tend) (58317) . %
BRBEIERAENEEGRAITCPEM, Afe, EERASHMER (54-617) WIEREPEMIYE
NUTIRER LAURES, HPRpISEtERTNBER TR,

Algorithm 2 Grid-Testing

Input: CPEM (Mg, . ) with command PEMS (H,) and sensor event PEMs (H.),
parameters (x - distances among devices), inputs (U - apps’ activation times to :
At : teng), policy (¥).
Output: P=(inputs, apps,dist, atime,y)
1: function GRip_TEST(H,, He, X, U, My, ., ¥)
2: for j € Hg, Hpe € Ha do
3 for Different activation times in Hgp do
4 if ®( Mugp ., x,u) ¥ ¢ then
5 P—PU {x,u,®( Mgy, u,.x,0) }
6: end if
7: end for
8
9
0:

end for
return P

10: end function

PAMMEE R BN AREFAEREN, MENAFHAREY KBRS, FEAIES
THRINBEELTET policy voilation,



o Optimization-Guided Falsification.
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Figure 6: Overview of falsification to find policy violations.
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1. EA— LRI A(Optimization algorithm), BRI EGERTEHIEZRIIER ;

2. PUTCPEMFFCRPEMAYH  TESFNE BREStraces;

3. Mtracesh, HE—IMEHEEE, UEAMTILANEREEREZEA, EhREFRFTER, EHERTHE

4. RIGKEBTEERER—MINBEZICPEM (E{lfuzzrhfimutation) . REBENEIRES/IVEEHEIEE, DSHERBR (MfuzzRE) .
BINERRIRIERMR: (1) RIERREE (2) WEMAFENXISRREREL



LATTE— M policy violationfIEFI4EER :

1 "Policy Violation™: |

2 "Input": robot-vacuum-on,

3 "Apps”:

1 "app_a": e:= timer, a:= robot.vacuum-on,

5 "app_b": e:= mot-active, a:=patDoor.unlock,
6 "Activation Time": 10,

7 "Distance”": 2,

8 "Physical Channel Values":

9 il
0 i -
1 "t

10" : robot-vacuum .move,
11": (UnInt) mot-active,
11": patDoor.unlock}

o

1
1

Listing 1: An example output of policy validation.



