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Single-Rule Anomalies(SRA)
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SRA2: Event Losses l SRA4: Command Failure A recent study [2] shows that more
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[1] Atheer Abu Zaid, Manar H. Alalfi, and Ali Miri. Automated identification of over-privileged smartthings apps. 2019.
[2] Earlence Fernandes, Jaeyeon Jung, and Atul Prakash. Security analysis of emerging smart home applications. 2016.
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Single-Rule Anomalies(SRA)
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Interpretation

SRA1l: Fake Event SRAJ3: Over-Privilege
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SEA4: Command Failure
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Execution Graph G,

Anomaly: SRA2

Cause: Network Delay/Attacker

Solution: Checking network and put device
D, closer to the router/gateway.

e

Anomaly: SRAI
Cause: Device Defect/Interference/Attacker
Solution: (1) Update firmware.

(2) Design device start and stop strategy.

Anomaly: SRA3

Cause: Device Defect/ Network Delay /Attacker
Solution: (1) Update firmware.

(2) Checking network and put device D, closer
to the router/gateway.
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Anomaly: SRA4

Cause: App Defect /Attacker

Solution: Set limited device management
permissions for rules
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TABLE IV: The accuracy of rule extraction on four platforms.

ok Word2Vec [47] BERT [38]
DAnalysis  +CAnalysis | DAnalysis  +CAnalysis
SmartThings(105) 89.52% 92.38% 91.43% 97.14%
Apple Homekit(128) 89.06% 96.09% 92.97% 99.22%
Google Home(160) 83.13% 95.63% 91.25% 98.13%
Xiaomi Home(192) 85.94% 91.15% 88.02% 98.96%
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Fig. 11: SRA detection accuracy on SmartThings.

Fig. 14: SRA detection performance on four platforms.
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